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@ OnGuard

Support

m Supports Template-On-Card and
Template-On-Server Data Models

m Supports Biometric Readers from:
* Bioscrypt (V-Series)
* Cross Match (for enroliment only)
* Identix
* Integrated Engineering SmartTouch
* LG (3000+ iCAM 4000 series)
* Schlage Recognition Systems
« Ultra-Scan
* Lenel

m Supports Contactless Smart Cards /

Readers from:

* Lenel (OpenCard, PIV End-State,
MIFARE, DESFire)

» Banque-Tec (MIFARE)

« HID (iCLASS, MIFARE, DESFire,
PIV End-State)

* Integrated Engineering (MIFARE,
DESFire, PIV End-State)

* OMNIKEY (iCLASS, MIFARE)

+ XceedID (iCLASS, MIFARE,
DESFire, PIV End-State)

m Supports Contact Smart Cards /
Readers from:
+ ISO 7816-4 Providers
» Gemalto (Cryptoflex, Payflex,
Cyberflex)
* OMNIKEY (ISO 7816-4)
* Veridt (CombiSmart)

Features

m Fast, Efficient, Enroliment Using
OnGuard ID CredentialCenter

m User Friendly GUI

m Accurate, Non-Intrusive

m Biometric Verification

m Single Networked System

m Unique Distributed Architecture

m Access Decisions Made at the Panel or
Credential Level, Even When Off-line
with the Database Server

m Centralized Reporting and Audit Trail

m Share Biometrics Between PACS &
LACS for Login to User’s Directory
Accounts

Benefits
m Increases Security

m Eliminates Multiple Systems and
Databases

m Reduces Total Cost of Ownership

Biometrics & Smart Cards

Integrated Biometric and Smart Card Management

Biometrics and smart cards are two of the most powerful security solutions available today. While
there is an assortment of products on the market purporting to offer high security, not all of them
provide the optimal experience for the user. Lenel has developed OnGuard Biometrics & Smart
Cards to help customers leverage their OnGuard systems to support industry leading biometric and
smart card technologies. This solution offers customers a seamless enrollment and verification
experience, to simplify management and optimize security while providing added functionality.

Biometric Templates

Many organizations have begun to use biometrics to add a layer of protection beyond using cards
and PIN at specific access points. Cardholders who must use biometrics for secure-area access can
enroll their fingerprint, hand geometry or iris data easily and securely using OnGuard ID
CredentialCenter. System administrators that add biometric verification capabilities to secured doors
and desktops continue to use a single point of enrollment for all cardholders. Rolling out OnGuard
Biometrics & Smart Cards involves capturing the cardholder’s biometric data, managing it in a
secured database, and storing the template. Templates can be managed in the Intelligent System
Controllers or on smart cards. Both models are achieved by leveraging existing investments made
in OnGuard Intelligent System Controllers and cardholder credentials. The cardholder’s biometric
template is securely managed, ensuring that the individual’s personal data will not be compromised.

Secure Cards

The enhanced security offered by smart cards has increased their popularity. Although magnetic
stripe and proximity cards are easier to manage than traditional locks and metal keys, their
vulnerability is that someone who can obtain the card-based data can reproduce the cards. By
contrast, smart cards perform a procedure known as mutual authentication, which requires the smart
card and the card reader to identify each other before data can be communicated. While proximity
merely waits for a signal from a badge and automatically transmits data for verification, smart cards
work in conjunction with readers to safeguard biometrics and other data on the card.

Smart Card Profiles

The ability to use a smart card for multiple applications besides security presents new opportunities
for users. A magnetic stripe card contains a unique identifier that is accessed whenever the card is
used—in vending machines, at doors, etc. By contrast, a smart card can support multiple,
independent applications, each of which is protected by its own software key stored on the card.
Each different application protects its own data, but all data is stored on one physical card. An
advantage of the OnGuard solution is its ability to perform in-line encoding of multiple applications
on a smart card during cardholder enrollment or badge printing. An OnGuard system administrator
can create a unique smart card profile for each cardholder to manage and update the person’s card
data.

OpenCard Format

OnGuard can produce smart cards that can be used across multiple systems. Lenel technologies
can produce and read a variety of standard card formats, including the new PIV Il and a variety of
government smart card formats. Additional formats allow creation of iCLASS, MIFARE, DESFire,
and magnetic badges that are compatible with many standard readers. This eliminates the need for
third-party card encoding software in most cases.

Required Applications

m OnGuard Access and/or OnGuard ID CredentialCenter



USB Desktop
Smart Card

OnGuard Integrated
Monitoring Workstation

Single Sign-On Support

OnGuard Biometrics & Smart Cards

USB Desktop
Biometric/

Smart Card
Authentication
Unit

OnGuard Integrated
Monitoring Workstation

LOCAL AREA NETWORK (TCP/IP)

NL-2000 ISC

NL-500B
RIM

Bioscrypt MIFARE Smart  Bioscrypt V-Flex
V-Smart G Card Reader

Fingerprint/ Hand Geometry Support

Bioscrypt Support

L-20001SC L-2000 ISC

LNL-1300
RIM

LNL-BIO-007 HID iCLASS LG IrisScan

Reader

Iris Support

OnGuard offers a fully-integrated, fingerprint authentication access control application reader for distributed controller and smart card solutions by
integrating with the Bioscrypt V-Flex, V-Smart and V-Station fingerprint readers. Credentialholders’ fingerprints are captured during enroliment, and
either downloaded to the LNL-2000 or directly written to a smart card chip using standard contactless smart card technology. Once users are enrolled

for Bioscrypt physical access control products, they are automatically enrolled for use in Bioscrypt VeriSoft logical access control system. VeriSoft is

seamlessly integrated with OnGuard, and allows desktop users to actively maintain their password profile for access to an assortment of network and

software applications and web sites.

IR - Schlage Recognition Systems Support

OnGuard provides advanced hand geometry support using Schlage
HandKey, HandKey Il, and ID3D hand geometry readers. Schlage
readers utilize field-proven technology that maps and verifies the size
and shape of a person’s hand. Each hand template requires only 9
bytes of information, for fast enrollment and minimal data storage in the
OnGuard database and at the LNL-2000.

LG Iris Support

OnGuard provides advanced iris verification support for customers
seeking to establish the highest level of access control. By seamlessly
integrating iris technologies from LG Electronics, OnGuard supports
storage of iris templates on HID iCLASS 16K contactless smart cards
for local verification. Users can enroll and receive their encoded
credentials via OnGuard ID CredentialCenter.
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